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Weakness in Message recovery signature schemes
based on discrete logarithm problems 2
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Nyberg and Rueppel recently proposed a new ElGamal-type digital signature scheme with
message recovery feature and its six variants([7, 8]). They also pointed out two forgeries
against some of their signatures. But they did not investigate explicitly how to apply these
forgeries to all variants including elliptic curves. The author presented new two forgeries
and investigated deeply how to apply the two forgeries and already presented one forgery on
all variants([4]). In this paper, we present the further two forgeries and investigate explicitly
how to apply the two forgeries and the other presented forgery on all variants.
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1 Introduction

The RSA signature([9]), which is based on the difficulty of factoring, has a message recov-
ery feature. On the other hand, the ElGamal signature([2]) and its six variants([10, 1}),
which are based on the difficulty of the discrete logarithm problem, do not have a message
recovery feature. Here we call them EG-signatures. Recently Nyberg and Rueppel proposed
a method to add the message recovery feature to all EG-signatures([7, 8]). The Nyberg-
Rueppel’s signatures can achieve the authenticated key exchange in one pass transaction.
They also pointed out two forgeries against their signatures, which are called the signature-
equation attack using basepoint, and the recovery-equation attack using basepoint in this
paper. However they did not investigate explicitly how to apply these forgeries to all variants
including elliptic curves. In fact, they did not investigate how to apply the recovery-equation
attack using basepoint on an elliptic curve message recovery scheme.

Recently the author showed further two forgeries against Nyberg-Rueppel signatures ([4]).
Furthermore she investigated how to apply the two forgeries and the signature-equation
attack using basepoint to all Nyberg-Rueppel’s signatures.

In this paper, we show the further new two forgeries. We also investigate how to apply
the two forgeries to all Nyberg-Rueppel’s signatures including elliptic curves. Furthermore
we investigate how to apply the recovery-equation attack using basepoint on elliptic curve
variants.

The paper is organized as follows. Section2 summarizes EG-signatures and the message
recovery signature schemes. Section3 describes the above attacks for Nyberg-Rueppel’s sig-
natures. Section4 discusses how the attacks are applied for the message recovery signature
schemes on the elliptic curves.

2 Message recovery signature scheme

In this section, first we summarize ElGamal based signature scheme. Next we will describe
Nyberg-Rueppel’s idea by showing one of the message recovery signature schemes. Here we
call it NR(p)-signature.

2.1 ElGamal based signature scheme

The trusted authority chooses system parameters, that are a large prime p, a large integer
factor g of p — 1 and an element g € 2Z; whose order is . Those system parameters are
known to all users.

The signer Alice has a secret key Xa and publishes its corresponding public key ya = g*+.
The Alice’s signature (ry,s) of a message m € iZ; is computed as follows. First she chooses
a random number K € Z;, and computes

k

rn = g° (modp) (1)



ri = r; (modq)
ak = b+cxa (mod q), (2)

where (a,b,C) is a permutation of (m,£r], £s). Then she sends (ri,s) along with the
message M. The signature verification is done by checking the next equation,

rf=g°ya (mod p). (3)
The original ElGamal signature ([2]) and DSA signature ([1]) are essentially based on the
case of (a,b,c) = (s,m, r}).

2.2 Message recovery signature scheme

Here we describe briefly one of the message recovery signature scheme, NR(p)-signature.
The Alice’s signature (rz, s) of a message m € Z; is computed as follows. First she chooses
a random number k € Z;, and computes

rn = g (modp) (4)
r, = r;'m (mod p) (5)
r, = r; (modQq)

s = k—xar, (modq). (6)

Then she sends only (rp,s). The message can be recovered by computing m = gsyﬁ“ r,
(mod p) with Alice’s public key ya. We call (5) the message-mask equation.

The message recovery signature scheme can be derived generally from EG-signatures
replacing m (resp. rj) by 1 (resp. r5) in Equation (2). Therefore the signature equation in
the message recovery signatures is generally of the form

ak =b+cxa (mod q), (7)

where (@, D, ) is a permutation of (£1, £r5, £s). The message is recovered by computing the

recovery equation
b/a,,c/a

m=g""ya 2 (mod p). (8)
We call this general signature schemes MR(p)-signatures. The description leads to the fol-
lowing six equations if we neglect the £ signs.

sk = 1+r,Xa (mod q) 9)
rsk = 1+sxa (mod Q) (10)
k = s+r,Xxa (mod q) (11)
sk = ry+Xa (modQ) (12)
rk = s+xa (modq) (13)
k = ry+sxa (mod Q) (14)

NR(p)-signature uses Equation (11) since only Equation (11) does not need inverses both in
the signature generation and verification.



3 Forgery against MR(p)-signature

First we describe new two forgery protocols against NR(p)-signature. Next we investigate
how to apply them on all MR(p)-signatures.

3.1 The redundancy attack

Assume that a forger gets Alice’s signature (I, S) for a message m. Then the forger can
compute a signature (I3, S) for a message M without the knowledge of Alice’s secret key by
the following way:

1. computes mry* = ri(=gX) (mod p).

2. chooses any number n € Z, such that r; = r, + nq # r,. (There are about |p/q|
variants.)

3. sets a message M = rar;  (mod p) and S =s.

4. sends (I, 8) as a signature of m.

We see that (r2,S) is a valid signature for m since
YR = g°yR = g, =M (mod p).

The redundancy attack utilizes the next facts: 1. there is redundancy between the real
value r, € 7, determined in Equation (5) and the necessary value r5 for Equation (7); 2. the
redundancy enables a forger to construct a new message M and the valid signature (r3,S)
by setting f, = r, (mod q) (and r; # rp), S = s and M = 11, (using Equation (5)). Since
these are facts in all MR(p)-signatures, they all are vulnerable to the redundancy attack.

From the above discussion, the methods to avoid the redundancy attack are as follows: 1.
limit r, to 0 < r, < in signature generation by setting p ~ q (which may require repeated
trials of the random number K) and reject the signature in message recovery if r, > q.

2. change the message space Z, to 2Z; (that is iZ;-message recovery signature) so that a
forger cannot construct a new m in Equation (5). Then r, has only to be determined in Z.
So Equation (5) can be replaced

r;=(r; (mod q))™'m (mod g). (15)

The most effective application, the authenticated key exchange, requires .7,-message recovery
feature. Therefore only the former method is preferable. Generally we set |p| > |q| in order
to reduce the signature size. So the former method avoids the redundancy attack but actually
increases the signature size.

Next we apply the redundancy attack to EG-signatures. In this case, the attack tries to
do factl and 2 by changing r, in each fact to r; and the signature equation (7) in factl to
(2) with a given message and the signature (r;,s,m). For the factl, the above discussion



also holds in EG-signatures. So a forger can take a new 1 which does not equal ry in 2Z, but
equal r; in ;. On the other hand, the fact2 is invalid for EG-signatures since the relation
equation between m and a commitment ry, the message-mask equation (5), is not required
in EG-signatures. Therefore all EG-signatures are strong against the redundancy attack.

3.2 The recovery-equation attack using ya

The recovery-equation attack using ya is constructed as well by changing the function of
g in the attack presented in [8] to ya. This forgery can compute a signature (r,,s) on a
message of the form m = Myg for any chosen M € iZ, without ever seeing any signature
and Alice’s secret key. However all MR(p)-signatures are not necessarily vulnerable to the
recovery-equation attack. We deal with the signature equation (7) and investigate which
schemes are vulnerable.

The recovery equation for the above message m = Mys3 is

r; = (Mya)g—"*ya"", (16)
and we search its solution ry, S, and e. First we set
r, = Mg'yx, (17)

for any chosen U,V € .Z;. Next we investigate each signature scheme.
1. the schemes a = r5 (i.e. (10) and (13))
Then we can solve U = —b/a for b if and only if b = s. Therefore the scheme (10) is strong.
But in scheme (13), we can forge m by setting s = —Ur, and e =V + 1/r5.
2. the schemes a = s (i.e. (9) and (12))
Then we can solve U = —b/a for ¢ in each case. In fact, in scheme (9) we can forge m by
setting s = —1/U and e =V + r}/s. In scheme (12), we can forge m by setting s = —r5/U
ande=V +1/s
3. the schemes a =1 (i.e. (11) and (14))
Then we can solve U = —b/a for b if and only if b = s. Therefore the scheme (14) is strong.
But in scheme (11), we can forge m by setting s = —U and e =V +r5.

To sum up, the signature schemes (9), (11), (12), and (13) are vulnerable to the recovery-
equation attack using ya, but (10) and (14) are strong.

4 Message recovery signature on elliptic curve

The ElGamal based signature schemes can be constructed over an elliptic curve. So the
message recovery feature can be added to ElGamal based signature on an elliptic curve. We
will see how the previous attack is applied to the elliptic curve message recovery signature.
First we describe the message recovery signature using an elliptic curve. In this case the
system parameters are: an elliptic curve E/Zy, a basepoint G € E(Z,) and the order q of G.



The signer Alice has a secret key Xa and publishes the corresponding public key Ya = XaG.
The procedure for Alice to make a signature of m &€ Z;; is as follows. First she picks a
random number K € 2Z,, and computes

Ri = KG = (rix, I'y), (18)
r, = rm (mod p), (19)
r, = r; (modQq),

ak = b+cxa (modq), (20)

where (a, b, ¢) is a permutation of (+1, £r5, £5) and Equation (18) is computed in E. Then
she outputs the signature (r,s) to Bob.
The message can be recovered by computing

b
a
where gG + £Ya is computed in E and X(%G + £Ya) denotes the X-coordinate of gG +£Ya.
We call the above elliptic curve schemes MRE(p)-signatures. We investigate how to apply the
redundancy attack, the recovery-equation attack using basepoint and public key on MRE(p)-
signatures.

m = Xx(=G + gYA)rz (mod p),

The redundancy attack

In MRE(p)-signature, the size |p| of an elliptic curve E/F, chosen carefully can be reduced
to the size || of the order of the basepoint G ([5]). Therefore MRE(p)-signatures avoid this
attack easily by limiting r, to 0 < r, < ( in signature generation and rejecting the signature
in message recovery if r, > . Of course it may require repeated trials of the random number
k in signature generation. In order to avoid the repeated trials, we suggest to use an elliptic
curve over .Z, with p-elements ([3]). The redundancy attack has no impact on E/Z, with
p-elements at all since the order g of the basepoint G is equal to p.

The recovery-equation attack using basepoint and public key

The recovery-equation attack using basepoint or public key forges a type of message, a power
of basepoint or a power of public key. Since in MRE(p)-signatures these are not 2Z,-elements,
such message does not exist. Therefore both the recovery-equation attack using basepoint
and public key do not work for MRE(p)-signatures at all. If a forger forces to apply the
attack using basepoint, then he sets

r; = Mx(eG)x(uG + vYa) ™, (21)

for u,v € Z,; and must solve b/a = u and c/a = v for s. Apparently it is impossible! The
same also holds in the attack using public key.

5 Conclusion

We have shown two forgeries, the redundancy attack and the recovery-equation attack us-
ing public key, for Nyberg-Rueppel’s signature. We have applied these attacks to MR(p)-



and MRE(p)-signatures generally. Especially for MRE(p)-signatures, we have applied the
recovery-equation attack using basepoint as well. The results are as follows:

1. all MR(p)-signatures are vulnerable to the redundancy attack.

2. the redundancy attack becomes invalid by setting the size of basepoint to be same as that
of the finite field.

3. EG-signatures are strong against the redundancy attack.

4. MRE(p)-signatures are strong against the redundancy attack.

5. the schemes (9), (11), (12), and (13) in MR(p)-signatures are vulnerable to the recovery-
equation attack using public key.

6. the schemes (10) and (14) are strong against the recovery-equation attack using public
key.

7. MRE(p)-signatures are strong against the recovery-equation attack using public key and
basepoint.
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